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For more information regarding AirDefense products, contact AirDefense at 770-663-8115 or www.airdefense.net

AirDefense Enterprise 6.0 is the industry’s first Self-Managing™ wireless intrusion prevention system (IPS) providing automated
protection against wireless threats and attacks. As a key layer of security, AirDefense Enterprise complements wireless VPNs,

encryption & authentication.
The Self-Managing capabilities of
AirDefense Enterprise 6.0 allow enter-
prises to configure the system to manage
itself, including identifying security risks,
policy violations, threat levels, and auto-

mated threat mitigation. Requiring minimal administrative intervention,
Enterprise 6.0 enables management by exception and produces improved
protection and efficiency for the IT department.

AirDefense Enterprise 6.0 detects & responds to wireless threats and
unauthorized devices on the wireless network using an monitoring architec-
ture of distributed smart sensors (monitoring 802.11 a/b/g) and a secure
server appliance. Using patent-pending technology to correlate and analyze
the monitored data, Enterprise 6.0 provides the industry’s most accurate
intrusion prevention for wireless networks. Scalable, centrally managable and enterprise ready, it can support single offices,
corporate campuses or hundreds of locations around the world.

AirDefenseTM is the innovator and leader in anywhere, anytime wireless security, which provides a complete suite of wireless
security and operational support solutions that secure wireless networks and protect the extended mobile enterprise.
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AirDefense Enterprise 6.0 Functionality:

Advanced Rogue Management
   • Detect, analyze, locate, prioritize and mitigate
Accurate Wireless Intrusion Detection
   • Multiple engines for detection & correlation
   • Protects against documented attacks/day-zero attacks
Automated Protection - Active Defenses
   • Manual & Policy-based Termination
   • Full Protection - wired, wireless termination
Policy Enforcement
Self-Managing System
   • One-Click Analysis
   • Plug & play configuration
Remote Troubleshooting
Forensics & Incident Analysis
Anywhere, Anytime Protection
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AirDefense Enterprise 6.0, the flagship
product, is a wireless intrusion preven-
tion system that monitors the airwaves
24x7 and automatically detects &
responds to wireless threats and

unauthorized devices on the wireless network.

AirDefense Mobile, complementary
to AirDefense Enterprise allows
administrators to perform wireless
assessments, security audits, and
locate and manage rogues.

AirDefense Personal is a client-side agent
that protects the mobile user traveling beyond
the protected enterprise perimeter.

AirDefense BlueWatch monitors and
secures Bluetooth networks for
corporations and detects insecure
Bluetooth devices & connections.

Trusted by Fortune 500 corporations, government agencies, and healthcare organizations, AirDefense is relied upon
to monitor over 1,000,000 wireless devices and provide secure, risk-free wireless networks around the world.



AirDefense MobileTM is a complementary solution to the
AirDefense Enterprise monitoring platform. Running on a

windows XP platform, AirDefense
Mobile provides a real-time snapshot of
all 802.11 a/b/g
wireless infrastruc-
ture including:

Real Time Device Discovery and
Connection  Analysis
Advanced Rogue Management
Location Tracking
Live View for Traffic Analysis
Wireless Network Usage and Health
Real-time Reporting

AirDefense BlueWatch™ is the
industry’s first commercial grade
solution that enables
companies to take
proactive steps to
close any security

holes or backdoors by identifying all Bluetooth-
enabled devices and their communications within a
given air space.

AirDefense BlueWatch can:

1. Identify different types of Bluetooth devices, including
laptops, PDAs, keyboards and cell phones

2. Provide key attributes, including device class, manu-
facturer and signal strength

3. Illustrate communication or connectivity
4. Identify services available on each device, including

network access, and fax

AirDefense PersonalTM : Because today’s networks are virtual, with mobile employees extending the edge of corporate networks to
hotspots and airports, AirDefense has expanded its anytime monitoring solutions to include AirDefense Personal.  Residing on

mobile users’ computers, AirDefense
Personal quietly monitors for malicious
or accidental wireless activities and
wireless misconfigurations that may
cause security exposures or policy
violations.

AirDefense Personal also has an
automated integration with AirDefense Enterprise. Policy profiles that are
centrally defined on AirDefense Enterprise are automatically transmitted to
each mobile user. If threats are discovered, AirDefense Personal notifies
the user and sends the logs to AirDefense Enterprise for central reporting
& notification, enforcing cooperate policies and providing complete
protection for the mobile worker, regardless of location.
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